
 
 

Akron/Summit County, Ohio 
HMIS Policies and Procedures 

 
I. HMIS Roles & Responsibilities Defined 

a. Continuum of Care 
b. Info Line HMIS Administrator & Technical System Administrator staff 
c. Agency Administrator 
d. Agency Staff and Volunteers 

 
II. Personal User Identification and Passwords 

4.2 Securing HMIS and Data 
HMIS workstations and server shall be secured with, at a minimum, a user authentication system 
consisting of a username and a password. Passwords shall be at least eight characters long and meet 
industry standard complexity requirements, including, but not limited to, the use of at least one of each of 
the following kinds of characters in the passwords: Upper and lower-case letters, and numbers and 
symbols.  Passwords shall not be, or include, the username, the HMIS name, or the HMIS vendor’s 
name. In addition, passwords should not consist entirely of any word found in the common dictionary or 
any of the above spelled backwards. The use of default passwords on initial entry into the HMIS 
application is allowed so long as the application requires that the default password be changed on first 
use.  Written information specifically pertaining to user access (e.g., username and password) shall not 
be stored or displayed in any publicly accessible location. 
 
Computers that are used to collect and store HMIS data shall be staffed at all times when in 
public areas. When workstations are not in use and staff are not present, steps should be taken 
to ensure that the computers and data are secure and not publicly accessible.  These steps 
should minimally include:  Logging off the data entry system, shutting down the computer, and 
storing the computer and data in a locked room. 
 
Hard Copy Security 
Applicability. This section is intended to provide standards for securing any hard copy that is 
either generated by or for HMIS, such as reports, data entry forms, and signed consents.  Any 
paper or other hard copy generated by or for HMIS that contain individually identifiable 
information as defined in this standard must be under constant supervision by an HMIS user or 
developer when in a public area.  When staff are not present, the information shall be secured in 
areas that are not publicly accessible.  Written information specifically pertaining to user access 
(e.g., username and password) shall not be stored or displayed in any publicly accessible 
location. 

a. Access Privileges and Levels to System Software 
b. Access to Client Paper Reports generated from System 
c. Unique User ID’s and Passwords 
d. Auditing – Monitoring, Violations and Exceptions, Data logs 

 
III. Training 

4.6 Administrative Requirements 



 
Training:  A CoC system administrator user or developer must provide orientation and ongoing 
training to all of its staff on the policies and procedures relating to protected personal 
information sufficient for staff to carry out their functions. 

a. User, Administrator, and Security Training 
b. Training schedule, method of training 
c. Go Live Readiness 

 
IV. Technical Support and Other Support 

a. Onsite Agency support 
b. Info Line Technical support (when, response time) 
c. Grievances  
d. Additional user license requests 
e. Customization Requests (Assessments, Reports, etc.) 

 
V. Cost, Equipment, Participation Requirements 

a. Internet Connectivity 
i. Information Security Protocols 
ii. Maintenance of onsite computer equipment 

b. Identification of a Site Administrator to serve as primary contact 
c. Completed security assessment and signed contract 
d. Establishing client consent procedures and interview protocols 

 
VI. Release of Information, Confidentiality of Information, Denial of Service 

4.1 Protected Personal Information:  This section identifies specific types of information that 
are considered protected personal information.  Any information that can be used to identify a 
particular individual is protected personal information. An HMIS user for these purposes is 
defined as program staff (or trained volunteers) and CoC system administrators who use the 
HMIS. A developer is defined for these purposes as both the individuals and organization 
responsible for developing the HMIS and any functionality that is built into HMIS.  HMIS users 
and developers should consider the following to be protected personal information of an 
individual and his or her relatives, employers, or household members:  Names, All geographic 
subdivisions smaller than a state, including street address, city, county, precinct, zip code, and 
their equivalent geocodes, all elements of dates (except year) directly related to an individual, 
including birth date, admission date, discharge date, and date of death, telephone numbers, 
Social Security numbers. • Medical record numbers, Vehicle identifiers and serial numbers, 
including license plate numbers, Device identifiers and serial numbers, any other unique 
identifying number, characteristic, or code.  The HMIS user or developer must not use any other 
data element to identify an individual. Any other data element that can be used to identify an 
individual is considered protected personal information. 
 
4.3 Privacy of Protected Personal Information 
Consent for Other Uses or Disclosures of Private Information An HMIS user or developer must 
obtain the individual’s consent prior to using or disclosing protected personal information. A 
consent form must:  Be stated in plain language; Include full disclosure of all the ways in which 
otherwise protected personal information might be used; State that the terms of its notice may 
change and describe how the individual may obtain a revised notice; State that the HMIS user 



 
or developer is not required to agree to additional restrictions that may be requested by the 
individual; Indicate that if the HMIS user or developer agrees to a requested restriction, the 
restriction is binding on the HMIS user or developer; State that the individual has the right to 
revoke the consent in writing, except to the extent that the HMIS user or developer has taken 
action in reliance thereon; and, Be signed and dated by the individual. 
 
1.1 Notice of Privacy Practices for Protected Personal Information 
An individual has a right to adequate notice of the uses and disclosures of protected personal 
information that may be made by the HMIS user or developer, and of the individual’s rights and 
the HMIS user or developer’s legal duties with respect to protected personal information.  The 
notice should be prominently displayed in the program offices where intake occurs.  The HMIS 
user or developer must promptly revise and distribute its notice whenever there is a substantive 
change to the uses or disclosures, the individual’s rights, the HMIS user or developer’s legal 
duties, or other privacy practices stated in the notice.  Except when required by law, a 
substantive change to any term of the notice may not be implemented before the effective date 
of the notice in which a substantive change is reflected.  An HMIS user or developer must 
maintain documentation of compliance with the notice requirements by retaining copies of the 
notices issued by the HMIS user or developer.  The individual has the right to obtain a paper 
copy of the notice from the HMIS user or developer upon request.  An inmate does not have a 
right to notice, and the requirements of this notice do not apply to a correctional institution that is 
an HMIS user.   
Content of Notice:  The HMIS user or developer must provide a notice that is written in plain 
language and that contains the elements required by this section. These elements are not 
exclusive, and either oral or written notice may inform the individual of the uses of information 
that may help provide service or otherwise benefit the individual.  The following statement as a 
header or otherwise must be prominently displayed: ‘‘THIS NOTICE DESCRIBES HOW 
INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET 
ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.’’ 

 A description of each of the purposes for which the HMIS user or developer is permitted or 
required by this notice to use or disclose protected personal information without the 
individual’s written consent or authorization. These include administrative, programmatic, 
and academic research purposes. 

 If a use or disclosure is prohibited or materially limited by other applicable law, the 
description of such use or disclosure must reflect the more stringent law. 

 A statement that other uses and disclosures will be made only with the individual’s written 
authorization and that the individual may revoke such authorization. 

 A statement of the individual’s rights with respect to protected personal information and a 
brief description of how the individual may exercise these rights. 

 A statement that the HMIS user or developer is required by law to maintain the privacy of 
protected personal information and to provide individuals with notice of its legal duties and 
privacy practices with respect to protected personal information. 

 A statement that the HMIS user or developer is required to abide by the terms of the notice 
currently in effect. 

 A statement that reserves the right to change the terms of this notice and to make the new 
notice provisions effective for all protected personal information that it maintains. The 
statement must also describe how it will attempt to provide individuals with a revised notice. 

 A statement that individuals may complain to the HMIS user or developer if they believe 
their privacy rights have been violated. 



 
 A brief description of how the individual may file a complaint with the HMIS user or 

developer. 
 A statement that the individual will not be retaliated against for filing a complaint. 
 The name, or title, and telephone number of a person or office to contact for further 

information. 
 The date on which the notice is first in effect, which may not be earlier than the date on 

which the notice is printed or otherwise published. 
 
4.5 Rights To Request Privacy Protection for Protected Personal Information 
Access of Individuals to Protected Personal Information An individual has a right of access to 
inspect and obtain a copy of his/her own protected personal information in a record set, for as 
long as the protected personal information is kept, except for information compiled in 
reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding. 
The individual also has the right to correct protected personal information (such as name and 
date of birth) when that information is inaccurate. An HMIS user or developer must permit 
individuals to request and must accommodate reasonable requests by individuals to receive 
communications of protected personal information from the HMIS user or developer by 
alternative means or at alternative locations. 
 
Accounting of Disclosures of Protected Personal Information 
An individual has a right to receive an accounting of disclosures of protected personal 
information made by an HMIS user or developer in the six years prior to the date on which the 
accounting is requested, except for disclosures for national security or intelligence purposes or 
to correctional institutions or law enforcement officials.  The HMIS user or developer must 
temporarily suspend an individual’s right to receive an accounting of disclosures to a health 
oversight agency or law enforcement official, for the time specified by such agency or official, if 
the agency or official provides the HMIS user or developer with a written statement confirming 
that such an accounting would impede the agency’s activities. The notification should specify 
the time for which such a suspension is required. 

a. Inter-Agency Data Sharing Agreements 
b. Written Client Consent Procedure for Electronic Data Sharing 
c. Confidentiality and Informed Consent 

 
VII. Client records: encryption, active, closed, open, inactive, etc. 

5.1 Required HMIS Capabilities  
Automatic Generation of Identification Numbers and Information Based on the data collected 
through program staff interviews or selfadministered forms, the HMIS application must be 
capable of automatically generating data for each record. This capability includes the automatic 
generation of:  (1) Unique personal identification numbers (PINs) for persons who have not 
been previously served within the CoC, and re-assignment of PINs for persons who have been 
served previously within the CoC; (2) Household identification numbers for persons who have 
been identified as members of a household that participated in the same program event; (3) 
Program identification information that is uniquely associated with each program within a CoC 
and is assigned to every program event; and, (4) A program event number that distinguishes 
each episode of program utilization. Personal Identification Numbers (PINs) PIN is a number 
randomly and automatically generated by the HMIS application. All records associated with the 
same person should be assigned the same PIN. The PIN is used to produce an unduplicated 



 
count of all persons within a CoC. HMIS must be capable of searching the entire CoC database 
(whether or not data are shared across programs within a CoC) to determine if clients have 
been previously served. The search must involve the matching of client records using personal 
identifier fields (e.g., Name, Social Security Number, Date of Birth, and Gender) to retrieve a 
record(s) with identical or similar values in each of these fields.  Household Identification 
Numbers HMIS must generate the same household identification number for every person 
designated by program staff as being together for an episode of service (i.e., program event). 
The household identification numbers assigned will be maintained in each person’s permanent 
record and will be unique for each program event experienced by the client.  As discussed in 
Parts 2 and 3 of this notice, when a group of persons apply for services together (as a 
household or family), information is first asked of the household head who is applying for 
services and then information is requested from him/her about any children under 18 years of 
age who are applying for services with the household head. The children do not need to be 
present at the time the household head applies for services. The same household identification 
number is assigned to the adult head of household and any children who have been identified 
as applying for services with the head. If there are other adult members of the household (over 
18 years of age) who are reported to be part of this household, a separate intake is conducted. 
As part of this intake, this individual is assigned the same household identification number as 
the other household members. 
 

VIII. Limitation of Liability and Indemnification 
 

IX. Required Data, Data Cleansing 
5.3 Anonymous Data Collection 
An anonymous data record is a record that does not provide sufficient (or any) of the protected 
personal identifiers to uniquely identify the individual in the record. Certain types of service 
providers, especially those dealing with victims of domestic violence, occasionally use 
anonymous records to protect a client’s privacy and safety. Some HMIS collect anonymous data 
and assign a system-generated ID to the individual for the purposes of tracking a client’s history 
of services. Other HMIS simply accept anonymous data and do not attempt to associate 
previously collected data with the data from the current event. This notice does not preclude the 
collection of anonymous data within HMIS. It is important to note, however, that there are 
several important shortcomings associated with the collection of anonymous data. Anonymous 
data are nearly impossible to be-duplicated at any level. Also, depending on the amount of data 
collected for the anonymous client, there may be little practical use for the data, except to count 
intakes within a particular program. 
5.1 Required HMIS Capabilities 
Program Identification Information 
Program identification information for every program offered in a CoC consists of the following 
four fields: Federal Information Processing System (FIPS) Code. To find the 10-digit FIPS code 
consisting of 2-digit state code, 3-digit county code, and 5-digit place code: (1) Go to website 
http://geonames.usgs.gov/fips55.html; (2) Click on ‘‘Search the FIPS55 Data Base’’; (3) Click on 
state from ‘‘State Number Code’’ pull down menu (this also tells you 2-digit state code); (4) Type 
town or city name in ‘‘Fips55 Feature Name’’ box; and (5) Click on ‘‘Send Query’’, and 3-digit 
county code and 5-digit place code will be shown.  Facility Code (to be locally determined) 
Continuum of Care (CoC) Code (HUD-assigned) Program Type Code: 
0—Not applicable 



 
1—Street outreach 
2—Emergency shelter (e.g., facility or vouchers) 
3—Transitional housing 
4—Permanent supportive housing 
5—Homeless prevention (e.g., security deposit or one month’s rent) 
6—Services-only type of program  
7—Other 
The FIPS code, facility code, CoC code, and program type code may be separate fields in the 
HMIS application. There is no requirement to merge them into a single field. For each client 
intake, staff are only required to enter the program type code. Programs may choose to provide 
more detailed response categories for the services-only type program response. However, staff 
must be able to collapse these detailed categories into a single service-only type category. A 
corresponding FIPS code, facility code, and CoC code should be automatically generated by the 
HMIS. Once program identification information has been created, the HMIS must ensure that 
the information is associated with every program event recorded within the CoC.  
Program Event Numbers 
The HMIS application should generate unique codes for every program event occurring within 
the CoC. This will enable the system to distinguish episodes of service that occur on the same 
date and within the same program (e.g., two counseling sessions conducted on the same day). 
Missing Value Categories 
Don’t know, not applicable, and refused response categories specified for close-ended 
questions should appear on the same list as the valid responses. For open-ended questions 
(e.g., name or the name of the child’s school), the HMIS application should include the don’t 
know, not applicable, and refused response categories for each field in the data element (e.g., 
first name, last name, middle initial, and suffix).  
Other Response Categories 
Certain data elements may contain a response category labeled ‘‘other.’’ When a data element 
contains such an option, there should also be, within the same database table, a separate 
alphanumeric field where the other value may be entered by program staff. For instance, a 
coded field that accepts the values 0–Red, 1–Yellow, 9–Other should have an accompanying 
field that accepts open-ended answers such as tangerine, blue, or magenta. The analysis of 
such data will allow the standard to adapt to include codes for common answers to questions 
that may not have been anticipated within the current standard. 

a. Data collection commitment 
b. Data Integrity Controls & Expectations 
c. Data Assessment and Access 

 
X. Data Security, Storage, Hosting, and Maintenance 

4.2 Securing HMIS and Data 
Applicability. These system security provisions apply to the systems where the HMIS application 
is installed (networks, desktops, laptops, minicomputers, mainframes and servers). 
Virus protection. HMIS workstations and server shall be protected from viruses by commercially 
available virus protection software. Virus protection must include automated scanning of files as 
they are accessed by users on the system where the HMIS application is housed. 
Firewalls. HMIS workstations and server shall be protected from malicious intrusion behind a 
secure firewall. 



 
Public access. HMIS data shall not be housed on computers with public access to any part of 
the computer through the Internet, modems, bulletin boards, public kiosks, or similar arenas. 
HMIS that use such public forums for data collection or reporting must be secured to allow only 
connections from previously approved computers and systems through Public Key Infrastructure 
(PKI) certificates, extranets that limit access based on the Internet Provider (IP) address, or 
similar means. Further information on these tools can be found in the HMIS Consumer Guide 
and the HMIS Implementation Guide, both available on HUD’s website. 
Disaster Protection and Recovery. HMIS data shall be copied on a regular basis to another 
medium (e.g., tape) and stored in a secure off site location where these same standards would 
apply. Ideally, off site storage shall include fire and water protection for the storage medium. 
HMIS that store data in a central server, mini-computer, or mainframe shall store the central 
hardware in a secure room with appropriate temperature control and fire suppression systems. 
Surge suppressors shall protect physical systems for collecting and storing the HMIS data. 
Electronic data transmission. MIS data that are electronically transmitted over publicly 
accessible networks or phone lines shall be encrypted to at least 128-bit encryption. 
Unencrypted data may be transmitted over secure direct connections between the two systems. 
A secure direct connection is one that can only be accessed by users who have been 
authenticated on at least one of the systems involved and does not utilize any tertiary systems 
to transmit the data. 
Electronic data storage. HMIS data shall be stored in a binary, not text, format. Protected 
personal information shall be stored in an encrypted format using at least a 128-bit key. This 
encryption must be done within the HMIS so that the data are not readable from outside the 
local HMIS application. 

a. Security 
b. ServicePoint, Bowman Systems,  
c. System Administrators 
d. Verisign and Virus Control 
e. Backup and Recovery 
f. Disaster Recovery 

 
XI. Data Release Protocols 

4.3 Privacy of Protected Personal Information An HMIS user or developer may not use or 
disclose protected personal information except to the individual whose information it is or as 
permitted or required by this standard or by law.  Uses and Disclosures of Protected Personal 
Information Assumed by Entry Into the HMIS By providing data to HMIS user or developer for 
entry into HMIS, an individual provides oral assent to the uses described in the following 
section.  Such assent should only be assumed if the individual has been advised how he or she 
could benefit by providing the requested information, how the data will be protected, and how 
the data will be used.  An HMIS user or developer may use or disclose protected personal 
information without the written consent of the individual in situations specified in this notice, 
subject to the notice’s applicable requirements. When the HMIS user or developer is required to 
inform the individual of, or when the individual may agree to a permitted use or disclosure, oral 
announcement is sufficient. 
Uses and disclosures for administrative purposes. A CoC system administrator or developer 
may use or disclose protected personal information to program staff within the same program so 
they may perform necessary administrative functions (e.g., ensure data integrity and create an 
unduplicated count of homeless persons). For the purpose of creating an unduplicated count 



 
within a CoC in which data are accessible across programs, the CoC may decide that oral 
consent is not sufficient. This notice neither requires nor prohibits the sharing of client 
information among programs in the CoC, but does require that local policy regarding information 
sharing be established and that either client notification or written consent be provided for in the 
event that information is shared.  
Uses and disclosures for academic research purposes. An HMIS user or developer may use or 
disclose protected personal information to individuals performing academic research who have 
a formal relationship with a local program or CoC. Such research would be conducted either by 
an individual employed by the program, so long as the research has been approved by a 
program administrator, or by an outside institution that has entered into a research agreement 
with the program or CoC. Such data are to be used within the boundaries set by an approved 
research agreement. Such approvals do not substitute for Institutional Review Board (IRB) 
approvals, and researchers should seek appropriate IRB approvals.  
Use for creating de-identified information. An HMIS user or developer may use protected 
personal information to create information that is not individually identifiable or disclose 
protected personal information to a third party to be used only for such purpose, whether or not 
the deidentified information is to be used by the HMIS user or developer. 
Uses and disclosures required by law. An HMIS user or developer may use or disclose 
protected personal information to the extent that law requires such use or disclosure and the 
use or disclosure complies with and is limited to the relevant requirements of such law.  
Disclosures about victims of abuse, neglect, or domestic violence. Consistent with applicable 
law and standards of ethical conduct, an HMIS user or developer may disclose protected 
personal information about an individual who is reasonably believed to be a victim of abuse, 
neglect, or domestic violence to a government authority (including a social service or protective 
services agency) authorized by law to receive reports of such abuse, neglect, or domestic 
violence.  Disclosures to other entities are permissible only if the individual agrees to such 
disclosure. 
Uses and disclosures to avert a serious threat to health or safety. An HMIS user or developer 
may, consistent with applicable law and standards of ethical conduct, use or disclose protected 
personal information if the HMIS user or developer, in good faith, believes the use or disclosure 
is necessary to prevent or lessen a serious and imminent threat to the health or safety of a 
person or the public and is made to a person or persons reasonably able to prevent or lessen 
the threat, including the target of the threat.  
Uses and disclosures about decedents.   Coroners and medical examiners. An HMIS user or 
developer may disclose protected personal information to a coroner or medical examiner for the 
purpose of identifying a deceased person, determining a cause of death, or other duties as 
authorized by law.  Funeral directors. An HMIS user or developer may disclose protected 
personal information to funeral directors, consistent with applicable law, as necessary to carry 
out their duties with respect to a decedent. If necessary for funeral directors to carry out their 
duties, the HMIS user or developer may disclose the protected personal information prior to, 
and in reasonable anticipation of, the individual’s death.   
Disclosures for law enforcement purposes. An HMIS user or developer may, consistent with 
applicable law and standards of ethical conduct, disclose protected personal information for a 
law enforcement purpose to a law enforcement official. Such disclosure should meet only the 
minimum standards necessary for the law enforcement official’s immediate purpose and not 
disclose information about other individuals within the program or CoC not specifically required 
by that purpose. A court order or search warrant may be required for the disclosure of 



 
information about an individual in an HMIS. Such orders are restricted only to the individual(s) 
identified in the court order. 
Disclosures for national security and intelligence activities. An HMIS user or developer may 
disclose protected personal information to authorized federal officials for the conduct of lawful 
intelligence, counter-intelligence, and other national security activities authorized by the National 
Security Act (50 U.S.C. 401, et seq.) and implementing authority (e.g., Executive Order 12333). 
Disclosures for protective services for the President and others. An HMIS user or developer 
may disclose protected personal information to authorized federal officials for the provision of 
protective services to the President or other persons authorized by 18 U.S.C. 3056, or to foreign 
heads of state or other persons authorized by 22 U.S.C. 2709(a)(3), or for the conduct of 
investigations authorized by 18 U.S.C. 871 and 879. 

a. Data Release Authorization and Distribution 
b. Right to Deny Access to Client Identified Information 
c. Right to Deny Access to Aggregate Information 
d. Client’s right to Data 
e. Public Requests for Data 

 
XII. Location of Data (Central Server) and Ownership of Agency Data 

5.2 Continuum of Care Requirements 
Storage Requirements The CoC must have or designate a central coordinating body that will be 
responsible for centralized collection and storage of HMIS data. HMIS data must be collected to 
a central location at least once a year from all HMIS users within the CoC. HMIS data must be 
stored at the central location for a minimum of seven years after the date of collection by the 
central coordinating body or designee of the CoC. 

 
XIII. Agency Termination of Participation 

 
XIV. Terminology Definitions 

 
  


